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Process Mining of Event Logs

e Process Mining is the systematic analysis of the
event logs extracted from a company’s ERP system.

e Using both input and meta data, the auditor can
reconstruct how processes were actually carried out
and compare that discovered process with the ideal as
laid out by the company’s policies.

e This is a powerful new tool for auditors, but the value
added that process mining can provide to internal
auditors has yet to be demonstrated.

e This paper presents a case study of applying process
mining to already audited company data to see if
new audit relevant information can be obtained.
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Data Set

e Event log created from the procurement transactions
(~ € 1.4 billion) of a global top-25 bank.

e Data period chosen to precede credit crisis: All
invoices paid in January 2007 are traced back to their
originating purchase orders (PO’s).

e The procurement department was the subject of a
standard internal audit which provides a benchmark
for the value added by process mining over and above
conventional internal audit practices.

e Along with SAP™ records, employees and executives
interviewed and observed in order to fully understand
details of the procurement process.
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Designed ('Ideal”) Process Model
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Deviations From Designed Process

e In practice, actual procurement process will deviate
from the designed process to accommodate business
need for flexibility and to cope with uncertainty. For
example, multiple deliveries, change orders,
expediting orders for good customers etc.

e In theory ERP system can be locked down to prevent
deviations from designed process, but such a system
would be rapidly got around by process owners
creating a bigger control problem

e Process mining enables auditors to determine which
exceptions are acceptable and which indicate a
material control weakness.
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Details of Case Study

e While PO’s are approved as a document, our process
instance was each PO line, since they are recorded in
ledger separately when received.

e Need four characteristics in order to mine a process:
an activity, a case, an originator, and a timestamp.

e Once the first two have been chosen, we are able to
state for each line item of a PO whether, when and by
whom it was created, changed, signed, released, the
goods and invoices received and the payment
completed.

e The timestamp and the originator record are meta-
data logged independently of the auditee.
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Begin Analysis with Process Discovery

e Event log consists of 26,185 PO lines involving
181,845 activities and 272 originators.

e Only completed procurement cycles examined.

e The average procurement cycle consisted of six
events, with a minimum of four and a maximum of
390 (!) events.

e There are less Sign activities than PO (lines) created,
meaning that not every PO is signed. On the other
hand are there more releases than PO lines. We also
identify more payments than cases, implying multiple
payments on one PO line.
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Frequency of Activities in the Event Log
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Performance Sequence Analysis

e Performance Sequence Analysis reveals 304 distinct
patterns.

e This is more than the one pattern that comprises the
ideal designed procurement process, but the fact that
process mining is such a new audit tool means that
we lack a knowledge base drawn from procurement
and other business processes to serve as a
benchmark.

e Three out of 304 patterns cover over 80% of the data
set but there are also 104 patterns that only occur
once.
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Most Frequent Patterns in the Event Log

Pattern Cumulative
Frequenc total put time (days

Sequence # % % avg min max st.dev

Create PO — Sign — Release — GR — IR — Pay 11608 44.3% 44.3% 27.78 1 334 20.05

Create PO — Change Line — Sigh — Release — GR —

IR — Pay 6955 26.6% 70.9% 32.33 2 343 57.72
Create PO — Change Line — Release — IR — Pay 2488 9.5% 80.4% 75.63 3 344 38.99
Create PO — Release — IR — Pay 640 2.4% 82.8% 16.8 3 338 26.38

Create PO — Change Line — Sign — Release — IR —
Pay 491 1.9% 84.7% 50.85 6 237 24.07

Create PO — Change Line — Sign — Release — IR —
GR — Pay 393 1.5% 86.2% 56.36 9 295 40.16
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Detailed Look at Pattern Analysis

e Pattern 1 the designed procurement process, but less
than 50% of transactions match the ideal.

e Pattern 2 differs from the ideal in that there is a
change that takes place in the PO after it is created,
but that is not a major audit concern by itself since
the change takes place before the PO is approved.

e In Patterns 3 and 4 the Sign activity is absent
altogether, contrary to the specifications of the
designed model.

e In patterns 3, 4 and 5 there is no Goods Receipt
document entered into the ERP system, partly
explained by receipt of digital products.
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Audit Implications of Pattern Analysis

o If several of just these six non-ideal patterns warrant
some sort of further examination by internal auditors,
then what of the remaining 297 patterns?

e On the one hand, one can dismiss them as non-
material, encompassing as they do, less than 14% of
all PO’s.

e On the other hand, that may be precisely why it is
they that should be of the greatest concern to the
internal auditors given AU 329 focus on outliers.

e Real problem is lack of benchmarks to tell auditors
what to expect in terms of acceptable deviations from
designed process in procurement context.
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Analysis of Sequences Within Patterns

e In the absence of a suitable benchmark, we analyze
the discovered process patterns by comparing them
against each other by using a Process Discovery
algorithm to analyze the sequence of activities within
these patterns.

e Given the large number of patterns, some with a large
number of activities (up to a maximum of 309
activities), simple observation no longer suffices to
analyze the patterns, hence the use of a systematic
algorithm to better visualize them.

e We apply the Fuzzy Miner algorithm of Glnther and
van der Aalst (2007) to check flows within processes.
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Fuzzy Miner Output on Anomalous Sequences

Create PO — GR

Create PO — Release 739 Verification required for omitting Sign

Change Line — Release 2790 Verification required for omitting Sign

Sign -GR 11 Further investigation — OK

Release — IR 4973 Verification required on GR indicator

Release — Pay 244 Verification required on GR indicator and IR

Pay — IR 227 Verification required on IR

14
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Process Discovery Value Added

e The process discovery task revealed numerous
examples of audit relevant information which
warranted further investigation by the internal audit

e We find three cases out of the population of 26,185
cases where there is no release.

e There are also eleven cases where a Sign was
immediately followed by a Goods Receipt. This is in
violation of ICFR where a GR can only take place after
a release.

e Clearly Process Discovery is value adding to the
internal auditors, revealing violations of the designed
process overlooked in conventional audit.
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Role Analysis

e Role analysis exploits the presence of meta-data on
activities and originators in the event log to examine
the part played by employees in the procurement
process. Ideal for examining effectiveness of
Segregation of Duty (SOD) controls:

1. The Sign and Release activities for a given PO should
be undertaken by two distinct individuals.

2. The Goods Receipt and Invoice Receipt activities for a
given PO should be undertaken by two distinct
individuals.

3. The Release and Goods Receipt activities for a given
PO should be undertaken by two distinct individuals.

16
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Results of Role Analysis

e Given 272 Originators we utilise a Linear Temporal
Logic tool to check whether the three fundamental
SOD controls hold for each PO.

o After testing the entire population of 26,185 POs we
can conclude that the first two SOD controls hold
without violation in the investigated event log.

e For the third SOD assertion, 175 violations were found
which involved only three individuals. One individual
violated the SOD control on GR and Release 129
times, another individual incurred 42 violations, while
the third individual did so four times.

e These are clearly audit relevant findings.
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Attribute Analysis

e Process Discovery and Role Analysis indicate that
some outcomes need further investigation to assess
whether or not they represent violations of controls.

e Some of this investigation has to be undertaken
manually by the internal auditors, but in other cases it
can be done through further process mining tasks, by
exploiting the information on attributes of the process
instances available in the event log.

e First, we compared the references of the payment
activities with the references of the IR documents, to
check whether there is an accompanying invoice for
each booked payment.
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Results of Attribute Analysis

e This test resulted in 46 incorrect process instances,
encompassing 265 stand alone payments. One
process instance had 131 pay activities without a
corresponding IR, another 75, and yet another, 10.

e Another Attribute Analysis test verified whether the
internal conditions of the organization are met when
there is no Sign in the activity pattern.

e There were 742 cases (2.8% of the total) which both
lacked a Sign activity and failed to meet the
conditions under ICFR where such an omission is
permissible.

e These are all clearly audit relevant findings.
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Social Network Analysis

e The originator entry in the event log allows us to
construct a social network of all employees involved in
the procurement process.

e The range of interactions between such a large
numbers of employees results in an output that is
difficult to gain much insights from.

e Where social network analysis is particularly valuable

is when it can be focused on a specific subgroup of
interest.

e Hence we focus on the three individuals responsible
for the 175 SOD violations identified by the Role
Analysis.

20
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Social Network of 175 cases by three
individuals violating SOD

21
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Results of Social Network Analysis

e There are three distinct clusters, with the three
individuals violating the segregation of duty controls
shown in the central position of each cluster (these
three employees are identified by the red arrow —).

e This map of their social networks provides the
opportunity to compare the designed organizational
structure with the actual network.

e Another interesting subgroup to visualize is the social
network of the individuals involved with the 742 cases
identified by Attribute Analysis where no Sign was
present and the conditions for this exception were not
met.
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Social Network of the 742 Cases Without Sign
and in Violation of SOD Controls
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Analysis of Social Network Analysis of 742
Cases of SOD violations

e We find three clusters of employees, with two of the
clusters connected to each other by two individuals
who are involved with both groups.

e By contrast, the third group is both completely
isolated and involves very few individuals.

e A social network analysis is not an end in itself, but a
means towards obtaining insights into the meaning
and motivation of transactions through understanding
how the individuals involved relate to each other in an
organization.

e More research is needed on whether Social Network
Analysis can help detect collusive fraud.
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Conclusion

e Found many instances of audit relevant information
not detected by earlier conventional audit:

1. 3 PO’s which passed through the procurement
process without any Sign or Release, violating ICFR.

2. 175 violations of SOD control requiring Goods Receipt
and Release to be undertaken by distinct individuals.

3. 265 payments which did not have a matching
Invoice.

4. 3 PO’s without a Goods Receipt entry in the system,
although the Goods Receipt indicator was flagged.

5. 742 cases which did not show a Sign activity, though
the conditions for this exception were not met.
25



RUTGERS niversifer H Process Mining of Event Logs in

Internal Auditing: A Case Study

» hasse

Process Mining is Value Adding to Internal
Auditors

e We attribute our results to three distinct advantages
of process mining over the standard audit procedures
used by the internal auditors:

1. The richness of the event log which contains input,
meta-data and attribute information systematically
ordered by time and originator.

2. The ability to analyze the entire population instead of
being forced to use only a sample.

3. Being able to obtain and visualize a process-view,
which led to more easily identified ICFR violations.

e Case study establishes value of Process Mining in
Internal Auditing, and makes case for more research.
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